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Online Safeguarding Policy

Online Safeguarding Policy

This is to be read in conjunction with the Safeguarding and Child
Protection Policy and The Digital Safety Policy

The purpose of this policy is to:

1. Provide specific guidance for staff delivering online education at Sophia High School and to our
students.

2. Set out Sophia High School’s approach to safeguarding students in their care. Sophia High
School recognises that the success of the Policy will depend on its effective implementation. It
will, therefore, ensure the effective dissemination of this Policy with the staff at Sophia High
School; it will also provide appropriate training to the staff when necessary.

1. Introduction
Sophia High School is committed to ensuring a safe and supportive environment exists for all staff and
students engaging in online education provision and engagement activities.

This document is designed to provide Sophia High School staff working with students online with
guidance and a set of procedures to follow to ensure that they adhere to the School’s policy on the
Safeguarding of Children. This document was written with specific reference to online activities
including, but not limited to, interaction on online platforms, instant messaging/chat, live
videos/webinars and mentoring. Safeguarding concerns may also arise through the use of artificial
intelligence (Al), generative Al tools, chatbots, synthetic media, deepfakes and other emerging
technologies.

Safeguarding concerns in the online education environment can take many forms including, but not
limited to, bullying and cyber bullying, child-on-child abuse, youth produced sexual imagery, child
sexual exploitation/trafficking, domestic abuse, emotional abuse, grooming, neglect, children missing
in education, online abuse, physical abuse, sexual abuse. Abuse could be by adults, or by other
children/young people. Such concerns can arise in any part of the school's provision — including Live
Lessons, breakout rooms, chat and collaborative documents — and are recognised, recorded and
responded to in the same way wherever they occur, in accordance with this policy and the Child on
Child Abuse Policy.

This policy applies to all staff involved in the delivery and supervision of online work and should be
read alongside the school’s wider Safeguarding policies and practice. This includes school staff
members, as well as temporary teachers/tutors/guests that may run workshops from time to time.
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We believe that:

e Children and young people should never experience abuse of any kind.
Children should be able to use the internet for education and personal development, but
safeguards need to be in place to ensure they are kept safe at all times.

e Children should understand how to keep themselves safe when learning online.

We recognise that:

e The online world provides everyone with many opportunities; however, it can also present
risks and challenges.

e We have a duty to ensure that all children, young people, and adults involved in our
organisation are protected from potential harm online.

e We have a responsibility to help keep children and young people safe online, whether or not
they are using our Google Classroom.

e All children, regardless of age, disability, gender reassignment, race, religion or belief, sex, or
sexual orientation, have the right to equal protection from all types of harm or abuse.

e Working in partnership with children, young people, their parents or guardians, and agents is
essential in promoting young people’s welfare and in helping young people to be responsible
in their approach to online safety.

1.1 Online safety

It is essential that children are safeguarded from potentially harmful and inappropriate online material.
Our School’s effective whole school approach to online safety empowers our staff to protect and
educate students and staff in their use of technology and establishes mechanisms to identify,
intervene in, and escalate any concerns where appropriate.

Technology

Technology often provides the platform that may facilitate harm. All staff should be aware of the
unique risks associated with online safety, and that technology is a significant component in many
safeguarding and wellbeing issues. The DSL, supported by relevant members of the leadership and
technology teams, is responsible for overseeing online safety arrangements. for overseeing online
safety in schools and should raise awareness in the staff group accordingly, including but not limited to,
cyber-bullying, child sexual exploitation, radicalisation and sexual predation. Staff should be aware that
safeguarding concerns may arise through gaming platforms, Esports communities, livestreaming
platforms, virtual reality environments and social media networks.

The School recognises that some gaming and online communities may expose young people to
extremist content, harmful ideologies or radicalising influences. Concerns will be managed in
accordance with the School's Prevent Duty procedures.
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The breadth of issues classified within online safety is considerable, but can be categorised into four
areas of risk:

Content:
® being exposed to illegal, inappropriate or harmful content, for example: pornography, fake
news, racism, misogyny, harmful online influencers, self-harm, suicide, anti-Semitism,
radicalisation and extremism.

Contact:

® being subjected to harmful online interaction with other users; for example: peer to peer
pressure, commercial advertising and adults posing as children or young adults with the
intention to groom or exploit them for sexual, criminal, financial or other purposes.

Conduct:

e personal online behaviour that increases the likelihood of, or causes, harm; for example,
making, sending and receiving explicit images (e.g.: consensual and non-consensual sharing of
nudes and semi-nudes and/or pornography, sharing other explicit images and online bullying
the creation, sharing or misuse of Al-generated content intended to harass, bully, exploit or
impersonate others; and the creation, sharing, viewing accessing or distribution of illegal,
harmful, abusive, discriminatory, extremist or otherwise inappropriate online content.

Online child-on-child abuse may include harassment, bullying, sexual harassment, image-based abuse,
misogynistic behaviour, coercive behaviour, discrimination and abuse linked to sex, gender, disability,
race, religion or sexual orientation.

Commerce
e risks such as online gambling, inappropriate advertising, phishing and or financial scams. If you
feel your pupils, students or staff are at risk, please report it to the Anti-Phishing Working

Group (https://apwg.org/)

At Sophia High, we ensure online safety is a running and interrelated theme whilst updating and
implementing policies and procedures. We consider how online safety is reflected in our unique online
learning environment as required in all relevant policies, consider online safety whilst planning the
curriculum, any teacher training, the role and responsibilities of the Designated Safeguarding Lead
(DSL) and any parental engagement.

As part of this process, the school has appropriate filters and monitoring systems in place and regularly
reviews their effectiveness. Whilst it is essential that schools ensure that appropriate filters and
monitoring systems are in place, they should be careful that “over blocking” does not lead to
unreasonable restrictions as to what children can be taught with regard to online teaching and
safeguarding.

Our Online Safeguarding Policy covers in detail how we approach remote learning in our online
learning environment.
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1.2 Remote learning

Where children are being asked to learn online at home the Department for Education has provided
advice to support schools and colleges to do so safely: relevant Department for Education guidance on
remote education and safeguarding. The School will have regard to Keeping Children Safe in Education
(September 2026 current edition), DfE Filtering and Monitoring Standards and other relevant
safeguarding guidance when delivering remote education

The NSPCC and PSHE Association also provide helpful advice:
® NSPCC Learning - Undertaking remote teaching safely during school closures
® PSHE - PSHE Association coronavirus hub

1.3 Filters and monitoring

SHS meets the Cyber Security Standards and has been issued a certificate. Staff have been trained in
Cyber security and have been issued certificates. The school follows the recently published DFE
Publication of Filtering and Monitoring Standards and Guidance.

Whilst considering our responsibility to safeguard and promote the welfare of children and provide our
students with a safe environment in which to learn, our education team and proprietors are doing all
that we reasonably can to limit children’s exposure to risks outlined in our Remote Learning Risk
Assessment from the school’s Digital Education Platform.

As part of this process, we ensure our school has appropriate cyber security and monitoring systems in
place through Google for Education. We consider the age range of our children, the number of
children, how often they access the system and the proportionality of costs vs risks.

The appropriateness of any filters and monitoring systems are a matter for individual schools and
colleges and are informed in part, by the risk assessment required by the Prevent Duty. The UK Safer
Internet Centre has published guidance as to what “appropriate” filtering and monitoring might look
like:

UK Safer Internet Centre: appropriate filtering and monitoring.

1.4 The Prevent duty:
https://assets.publishing.service.gov.uk/media/65e5a5bd3f69457ff1035fe2/14.258 HO Prevent+Duty
+Guidance_v5d_Final Web_1 .pdf

Sophia High School is committed to providing a safe, secure, and effective online learning environment
for all our students. As a British online school utilising Google Workspace for Education as our digital
learning platform, we adhere to the Department for Education's (DfE) guidelines on filtering and
monitoring, as outlined in the "Keeping Children Safe in Education" (KCSIE) policy.


https://assets.publishing.service.gov.uk/media/65e5a5bd3f69457ff1035fe2/14.258_HO_Prevent+Duty+Guidance_v5d_Final_Web_1_.pdf
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Use of VPN to access the SHS platform, including live and recorded lessons:

To ensure the safety and security of our students and staff, and to maintain the integrity of our online
learning environment, we strictly prohibit the use of Virtual Private Networks (VPNs) when accessing
school-owned email accounts and our online learning platform.

The use of VPNs poses significant risks to our unique remote learning environment, including:

e Circumventing school and google workspace web filters and content control measures,
potentially exposing students to harmful or inappropriate material.

e Concealing user activity, making it difficult for the school to monitor and detect potential
safeguarding risks or unauthorised access.

e Enabling unregulated direct communication from anywhere, which may lead to student
vulnerabilities and compromise the school's ability to fulfil its duty of care.

e May reduce the school's ability to identify, monitor and respond to safeguarding, cyber
security and access-control risks.

e Compromising data security as VPNs can create additional entry points into the school's
network, potentially compromising the security of sensitive student data and intellectual
property

e Interfering with google workspace performance: The use of VPNs can strain the school's
google workspace network resources and slow down internet speeds, negatively impacting the
quality of the online learning experience for all students.

As part of our commitment to meeting the DfE's filtering and monitoring standards, Sophia High
School employs a range of strategies to minimise safeguarding risks on internet-connected devices,

including:
e Physical monitoring by staff watching user screens in online lessons
e Live supervision by staff using device management software in lessons
e Network monitoring using log files of internet traffic and web access
e Annual review of access control, security and online safeguarding or more frequently if risks

are identified.

Our filtering systems are designed to identify device names or IDs, IP addresses, and, where possible,
individual users, along with the time and date of attempted access and any blocked search terms or
content.

The senior leadership team is responsible for procuring, documenting, reviewing, and overseeing these
systems to ensure their effectiveness in meeting our statutory requirements under KCSIE and the
Prevent Duty.

We recognise that effective filtering and monitoring should not unreasonably impact teaching and
learning or school administration, nor should it restrict students from learning how to assess and
manage risk themselves.
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As such, we conduct regular reviews of our systems, at minimum annually, or when a safeguarding risk
is identified, there is a change in working practise, or new technology is introduced.

By prohibiting the use of VPNs, we aim to maintain a transparent, secure, and accountable online
learning environment that allows us to effectively monitor and mitigate potential risks. We appreciate
the cooperation of our students and their families in adhering to this policy, as it is essential to
ensuring the safety and well-being of our entire school community.

Parents and guardians are required to acknowledge and agree to this VPN prohibition as part of the
terms and conditions for enrolling their child at Sophia High School.

Any violation of this policy may result in disciplinary action, up to and including restriction of access to
the online learning platform and school email accounts and/or termination of the student's enrolment.

1.5 Online Safety & Safeguarding at Sophia High School

The school will use parental communications to reinforce the importance of children being safe online.
Parents may be supported to understand what systems the school uses to filter and monitor online
use. The school will update parents regularly about what their children are being asked to do online in
school, including the sites they will be asked to access, and with whom they may be interacting online.

Many children have unlimited and unrestricted access to the internet via mobile phone networks (i.e.
3G, 4G and 5G). This access means some children, whilst at school, sexually harass their peers via their
mobile and smart technology, share indecent images: consensually and non-consensually (often via
large chat groups), and view and share pornography and other harmful content.

Schools will always work with parents to support them to address their child’s online activity as
needed. All staff should also be familiar with the school’s Acceptable Use & Digital Safety Policy, which
sets out the school’s approach to online safety in further detail.

There are parent workshops throughout the year to support parents on such topics as:
® Use of parental blocks
e Awareness of personal messaging sites and messages/images shared on them
e Sharing personal information online

Technology, and risks and harms related to it evolve and change rapidly. The School recognises that
patterns of online disengagement, repeated absence from live lessons or sudden withdrawal from
online learning activities may indicate safeguarding concerns and will be reviewed in accordance with
the Attendance and Safeguarding Policies. The school will carry out an annual review of their approach
to online safety, supported by an annual risk assessment that considers and reflects the risks their
children face.
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We will seek to keep children and young people safe by:

Providing an especially safe online platform for the delivery of our online curriculum through a
partnership with Google for Education.

Ensuring Google Classroom is secure and accessible only by enrolled pupils, their parents and
school staff. All online students pledge to uphold the acceptable use policy and receive
instruction in good digital citizenship and Internet safety by signing the Digital Safety
Forms/Agreements found in the Digital Safety Policy (Appendix A)

Supervise collaborative small-group work in breakout rooms through live teacher presence and
circulation, in line with the supervision model in the Risk Assessment Policy.

All Sophia High School staff are carefully screened and specially trained to ensure a positive
school environment for everyone.

Ensuring that appropriate cyber security controls and measures are in place in order to reduce
the risk of cyber-attacks which may include phishing emails, malware from bogus websites
and downloads, ransomware attacks and Denial of Service attacks.

In our online school we:

Provide clear and specific directions to staff on how to behave online through our Code of
Conduct for Staff and Volunteers including Acceptable Use Policy.

Support and encourage the young people studying with us to use the internet, social media
and mobile phones in a way that keeps them safe and shows respect for others through
etiquette and beyond into Metaverse Etiquette.

Ensure all students sign an Agreement from the Code of Conduct for Staff and Volunteers
including Acceptable Use Policy. All online students pledge to uphold the Agreement and
receive instruction in good digital citizenship and Internet safety), and Staying Safe Online
Guidelines are shared in the Health and Safety Policy.

Support and encourage parents, guardians, and agents to do what they can to keep children
safe online by offering guidance, workshops and personal support for adults supporting
learners.

Develop clear and robust procedures to enable us to respond appropriately to any incidents of
inappropriate online behaviour, whether by an adult or a child/young person.

Regularly review and update the security of our information systems.

Ensure that usernames, logins, email accounts and passwords are used effectively.

Ensure personal information about the adults and children who are involved in our
organisation is held securely and shared only as appropriate.

Ensure that images of children and young people are used only after their written permission
has been obtained, and only for the purpose for which consent has been given.

Provide supervision, support and training for staff and any individual involved with Sophia
High’s online activities regarding online safety.

Examine and risk assess any social media platforms and new technologies before they are used
within the school.
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Online Abuse Directed Towards Staff

Sophia High School recognises that members of staff may be subjected to online abuse, harassment,
intimidation or victimisation in connection with their professional duties. Such behaviour can have a
significant impact on staff wellbeing, safety and their ability to carry out their role effectively.

Online abuse directed towards staff may originate from students, parents, carers, former students,
members of the public or other staff members and may occur through school systems or external
digital platforms.

Examples of online abuse directed towards staff include, but are not limited to:

Abusive, threatening, intimidating or offensive emails, messages or online communications.

e Harassing or inappropriate comments made through chat functions, collaborative
documents, forums or virtual learning platforms.

e Social media posts, campaigns or communications intended to ridicule, intimidate, threaten
or undermine a member of staff.

e The unauthorised recording, sharing, editing or publication of lessons, meetings, images,
audio recordings or other school-related content.

® The creation, sharing or distribution of manipulated, synthetic or Al-generated content,
deepfake images, audio or video intended to harass, embarrass, impersonate or damage the
reputation of a member of staff

® The creation of fake, misleading or impersonation accounts purporting to represent a
member of staff or the school.

® Repeated, unwanted or malicious online contact that causes distress or fear.

Any concerns relating to online abuse directed towards staff should be reported promptly to a line
manager, member of the Senior Leadership Team, the Designated Safeguarding Lead (DSL), Human
Resources, or through other established reporting procedures, depending on the nature of the
concern. Reports will be assessed promptly and proportionately. Where appropriate, the school may
take disciplinary action, behaviour management measures, safeguarding action, restrictions on
communication, referral to external agencies, or referral to the police.

The school is committed to supporting staff affected by online abuse. Support may include welfare
and wellbeing support, safeguarding measures, advice regarding the preservation of evidence,
assistance with reporting harmful content to platform providers, and access to relevant professional
support services.

Retaliation against any individual who reports online abuse, participates in an investigation, or raises
a concern in good faith will not be tolerated. The school will respond to reports of bullying,
harassment, intimidation, victimisation and abusive behaviour in accordance with this policy, the
Anti-Bullying Policy and associated procedures. Leaders and designated staff should also have regard
to relevant Department for Education guidance, including the DfE guidance and flowchart on
handling incidents of bullying and harassment in schools (included as an appendix to the
Anti-Bullying Policy), to support the consistent assessment, recording, management and resolution of
incidents.

10
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The school will have regard to relevant Department for Education guidance relating to online safety
for staff when preventing, assessing and responding to incidents of online abuse, harassment,
impersonation, misuse of recordings, malicious communications, social media misuse and other
forms of technology-enabled harm.

Staff members with specific safeguarding responsibilities:
DSL: Katy Todd katy.todd@sophiahigh.school
DDSL: Nicole Pelletier nicole.pelletier@sophiahigh.school

DDSL (E-safety) Tyler Wilson  tyler.wilson@sophiahigh.school

1.6 Disclosure

All staff should understand that even if there are no reports in their school it does not mean it is not
happening, it may be the case that it is just not being reported. All members of staff (including
non-teaching staff) should be aware of how to recognise and refer onwards any disclosure of incidents
involving the sharing of nudes/semi-nude imagery/videos. This will be covered within staff training.
Disclosure can happen in a variety of ways. The child affected may inform a class teacher, the Child
Protection and Wellbeing Coordinator in school, or any member of the school staff. They may report
through an existing reporting structure, or a friend or parent may inform someone in school or a
colleague or inform the Police directly.

Any direct disclosure by a child should be taken very seriously. A child who discloses they are the
subject of sexual imagery is likely to be embarrassed and worried about the consequences. It is likely
that disclosure in school is a last resort, and they may have already tried to resolve the issue
themselves.

If there is evidence of online abuse, suspicion of abuse, or disclosure (direct or indirect), we will
respond to it by:
e Referral to the DSL as soon as possible
e The DSL should hold an initial review meeting with appropriate school staff.
e There should be interviews with the children involved (if appropriate, seek advice).
e Parents of each child should be informed at an early stage and involved in the process unless
there is good reason to believe that involving parents would put the child at greater risk of
harm and jeopardise any police/social care investigation; and
® At any point in the process, if there is a concern that a child has been harmed or is at risk of
harm, a referral should be made to Social Services and/or the Police immediately.
e Having clear and robust safeguarding procedures in place for responding to abuse (including
Child on Child abuse in the Child on Child Abuse Policy.)
e Providing support and training for all staff on dealing with all forms of abuse, including
bullying/cyberbullying, emotional abuse, sharing nudes and semi-nudes sexual abuse and
sexual exploitation.
e Making sure our response takes the needs of the person experiencing abuse, any bystanders
and our organisation as a whole, into account.
e Reviewing the plan developed to address online abuse at regular intervals, in order to
ensure that any problems have been resolved in the long term.

11
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1.7 Spatial Education

Students at Sophia High School use ground breaking Spatial and VR based Education to support a
range of curriculum areas, and also as a stand-alone curriculum to develop skills necessary for their
future. The spaces that they enter are created by the SHS IT Department, and as such are private and
only those with an authorised SHS email account can enter. This is a private space, much like a private
classroom.

On occasion, the children may enter a public space, such as an environment on Somnium Space, and
these times must be considered an External Educational Visit. A full Risk Assessment must be
completed to ensure that all risks related to the environment they are entering are identified and
minimised. As with all additional activities, parents will be informed of all Metaverse activities prior to
their child entering the space, and any objections will be adhered to.

The guiding body of Metaverse Education is the Metaverse Education Council. Their policies and advice
will be adhered to when considering all Metaverse Education experiences. Students at Sophia High
have helped shape our internal framework, “Metiquette” which will form the basis for their work
within the Metaverse. Safeguarding concerns arising within Metaverse, Spatial and Esports
environments will be managed in accordance with the School's Safeguarding, Online Safety and
Prevent procedures.

2. Scope of this Policy

This policy specifically relates to online outreach and engagement activities. This policy should be read
alongside Sophia High School’s Safeguarding Policy.

Legal framework:

This policy has been drawn up on the basis of legislation, policy and guidance that seeks to protect
children in England. Summaries of the key legislation and guidance are available on:

e online abuse h ://learning.n rg.uk/child- -and-neg| nline-

® bullying https://learning.nspcc.org.uk/child-abuse-and-neglect/bullying

e child protection https://learning.nspcc.org.uk/child-protection-system

3. Areas of risk

3.1 Risk Assessment

Some key risks in online activities are highlighted below. For all new activities planned, a risk
assessment should be undertaken which should be approved by the CEO. This risk assessment should
be shared with all members of staff involved in the online activity. (Appendix B Blank Risk Assessment
Form)

12
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3.2 IT Safety and Data Protection

The below considerations are highlighted in line with the IT safety and data protection.

3.2.1 A Privacy notice is provided on the school website and is easily accessible and provided in
language that the participants can understand and are thus fairly informed.

3.2.2 Data protection best practice for any data gathered and stored should be considered in advance
of the activity. Data protection should be considered at all stages of design ensuring the approach
mitigates the risk to individual participants’ information.

3.2.3 The appropriateness of the platform and how they store, process and use personal data should
be considered in deciding on an appropriate platform for the delivery of any online lesson/activity.

3.2.4 For assistance in compliance with Data Protection Regulations, please contact the Data
Protection Officer, Fernando Darcie: fernando.darcie@sophiahigh.school

3.3 Social Media

3.3.1 Staff must not engage or communicate with children or children’s families via personal or
non-school-authorised accounts — all communications should come from an official Sophia High School
email account.

3.3.2 For all online activities, consent should be sought from parents/carers and the child/young
person before posting any identifiable information and/or images of children and young people on
social media.

3.3.3 Concerns about social media content or posts involving children and young people such as
cyberbullying, self-harm, abuse or exploitations should be raised with the designated safeguarding
officer in line with the process in the overarching safeguarding policy.

3.3.4 Staff and students working on online educational provision should abide by the general principles
of the Code of Conduct for Staff and Volunteers including Acceptable Use Policy, Behaviour Policy,

Exclusions Policy, and other relevant Sophia High School staff policies.

3.3.5 Staff and students working in our online education environment should not use social media in a
way which would breach other school policies, including the Safeguarding Policy.

3.4 Online Learning and Real Time Interactive Lessons

The measures below are as much about protecting Sophia High School staff, as they are about
supporting the students engaging in these lessons/activities.

At Sophia High School, we provide a full-time education following the UK National Curriculum and

International Primary Curriculum/Middle Years Curriculum through a blended learning programme
which combines live interactive lessons with independent home learning.

13
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Lessons are live streamed using our secure and password protected Google Classroom platform and
teachers have full control over interactive learning tools including the recording of each main lesson
for safeguarding purposes.

Live Lesson recordings capture teaching and activity in the main teaching room. Small-group work in
breakout rooms is supervised through live teacher presence: the teacher retains host control of the
session throughout, moves between rooms unannounced as they would between groups in a physical
classroom, and may end any room or return any pupil to the main room at any time; every pupil may
also return themselves to the main room at any moment. This reflects the principle in Keeping
Children Safe in Education of supervision that is reasonable, proportionate and appropriate to the
setting — the same standard applied to group work in a physical classroom — and is set out in full in
the school's Risk Assessment Policy.

Where a member of staff provides 1:1 academic support or assessment to an individual pupil, this
takes place in the main teaching room where the session is recorded; a member of staff will not work
alone with an individual pupil in an unrecorded space. These arrangements have been risk assessed
(see the Remote Learning Risk Assessment, Appendix B).

Throughout our programme, parents and students are taught how to use online learning tools safely
and what to do if they are concerned; who to reach out to at the school including form tutors, pastoral
leaders or members of the DSL team. Our programme is structured to build a sense of
community/belonging amongst our student groups.

We have partnered with Google for Education, as this platform offers the world’s most advanced
security infrastructures in order to protect the privacy of our users. This built-in security automatically
detects and prevents online threats, so that sensitive student and school information is safe.

The school’s online platform, powered by Google for Education, is secure and accessible only by
enrolled pupils, their parents and school staff. Google is committed to building products that help
protect student and teacher privacy and provide best-in-class security for our online school.

Google Workspace for Education and Chromebooks support compliance with rigorous standards
including:
® US FERPA (Family Educational Rights and Privacy Act)
® The Software & Information Industry Association
e COPPA (Children’s Online Privacy Protection Act of 1998)
e Student Privacy Pledge introduced by the Future of Privacy Forum (FPF) e
ISO/IEC 27018:2014 (Data standards)

Four things to know about Google for Education

Google takes security seriously, with industry-leading safeguards and privacy policies that put the
school in control of their data.

14
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Here’s how you know that students and educators are protected when using Google for Education.

1. Google keeps your data secure. Schools own their data — it's Google’s responsibility to keep it
secure. Google builds and operates their own secure servers and platform services, and they make
it easy for administrators to monitor and manage data security.

2. There are no ads in Google Workspace for Education core services. Students’ personal information
won’t be used to create ad profiles for targeting.

3. Google supports compliance with industry regulations, best practices and security requirements.
Independent organisations have audited Google services, ensuring their data protection practices
meet demanding standards.

4. We have clear information about Google’s privacy and security policies. Google is committed to
transparency about their data collection policies and practices. The Google Workspace for
Education Privacy Notice and Google Workspace Agreement explain their contractual obligations to
protect your data.

Full information about Privacy & Security with Google for Education can be found at
https://edu.google.com/intl/ALL ae/our-values/privacy-security/

3.4.1 Where live streaming is deemed the Sophia High School has chosen Google Classroom as the
best platform for delivery of lessons/activities. A risk assessment has been carried out by the Senior
Leadership Team and is shared with all the teachers.

3.4.2 Any online activities should only be delivered via online platforms approved for use by Sophia
High School.

3.4.3 Access to the individual platform should only be enabled for the intended participants and is
controlled by the Administrative Team.

3.4.4 The platform enables the presenter to control microphones/cameras for participants. Breakout
rooms are initiated by the class owner (Teacher) and the main classroom remains recording during the
entire lesson and breakout session period; moving unannounced between breakout room groups to
supervise learning in the same way a teacher would circulate around the classroom.

3.4.5 Personal accounts for platforms are not to be used to engage with young people, all activities are
organised through Google Classrooms and the school domain Google email address.

3.4.6 Personal information (including names, contact details and email addresses) is only accessible to
those with approved permissions and should not be publicly viewable.

3.4.7 Staff must never give out personal details to participants such as personal email address,
personal phone number or social media accounts.

15
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3.4.7A Mobile Phones and Personal Devices

Staff are expected to model safe, responsible and professional use of technology at all times.
Personal mobile phones and devices must not be used for personal reasons during live lessons,
tutorials, assemblies, mentoring sessions or any other student-facing activity. Where mobile phones
or similar devices are required for legitimate professional purposes, including safeguarding,
multi-factor authentication, communication with colleagues, accessing school systems or supporting
teaching and learning, their use is permitted. Staff must ensure that any use of personal devices
remains professional, proportionate and does not detract from the delivery of education,
safeguarding responsibilities or the supervision and support of students.

3.4.8 Staff facilitating activities and monitoring any enabled chat should be able to remove people
from the platform if necessary, according to Behaviour and Exclusion Policies.

3.4.9 For all live activities, staff members record sessions and have all undergone the full Safer
Recruitment in Education checks. The school admin team is able to monitor messages sent on the chat
platform and has access to all recorded lessons, which are reviewed. Live Lesson recordings capture
the main teaching room and are posted daily to individual year group Google Classrooms

3.4.10 During a live session, staff or students organising it should:

e Ensure that the session is taking place in a neutral area where nothing personal can be seen
and there is nothing inappropriate in the background.

® Monitor interactions (verbal and in live chats) to check it is appropriate and relevant, and to
deal with any sudden changes or upsetting developments.

e Students should participate in live lessons with their camera on, full face visible and their
true background showing, as this supports safeguarding and welfare monitoring.

e Blurred backgrounds, virtual backgrounds, avatars and filters may only be used where prior
approval has been granted through the school's agreed safeguarding and inclusion
procedures. Any approved adjustment must be recorded on the student's Pupil Passport and
the school's approved adjustment list.

e Where approval has been granted, the same blurred background, approved virtual
background, avatar or filter must be used consistently across all lessons and must not be
switched on, off or changed during a lesson.

e |[f a student is permitted to use an avatar or filter to meet an identified need, the avatar or
filter must remain appropriate, respectful and consistent across all lessons.

e Exit any breakout room session if they are concerned about a matter that arises without a
teacher present in the breakout session and report the concern immediately to staff and
parents for follow up and investigation.

3.4.11 If a staff member leaves the session for any reason or has issues accessing the Google Meet
(e.g.: connection issues), they should get in contact with the Senior Leadership Team as soon as
possible (by phone if necessary) and attempt to re-join the session if possible. If it is not possible to
have a staff member present, then the event should be ended as soon as reasonably possible and this
should be communicated to all participants.

3.4.12 At the start, the main speaker should remind participants how to keep themselves safe (as
outlined above) in addition to reminding them of the ground rules. This is also a good time to restate
any pre-shared privacy notice to participants and particularly important if participants can override any
central setting and share their own video unless asked by the teacher.
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3.4.13 If staff share their screens at any point, they must ensure that there is nothing inappropriate on
the screens/internet pages/browser history.

3.4.14 Challenging behaviour or inappropriate comments should be dealt with immediately, which may
involve muting or removing the offender from the platform in line with the school Behaviour and
Exclusion Policies.

3.4.15 You should also ensure that the participants:

® Do not share private information about themselves.

e Do not respond to contact requests from people they do not know.

e Understand who they should contact if they hear or see anything upsetting or inappropriate.

3.4.16 For any interactive live streaming, consent is sought and recorded from parents/guardians of
any under-18 participants.

3.4.17 A signed Code of Conduct for Staff and Volunteers including Acceptable Use Policy should be
received from all participants which should include the consequences in the case of inappropriate
behaviour.

3.4.18 At the start of a session participants should be reminded of this Code of Conduct, not to take
photographs of the screens or share any images, and how they can report any concerns.

3.4.19 Breakout Rooms: Google Meet

Small-group and paired work is an established part of good teaching practice, both in a physical
classroom and online, and breakout rooms are how this collaborative work is delivered within our
Live Lessons. In line with Keeping Children Safe in Education, the school's approach to safeguarding
this activity is one of supervision, not surveillance: adult presence, oversight and prompt response
that is reasonable and proportionate to the setting, rather than continuous recorded observation of
every pupil interaction.

This is the same standard that applies to group work at tables, corridors and playgrounds in any
physical school — none of which are recorded or watched without interruption, and all of which are
nonetheless safely and effectively supervised. Continuous surveillance of every small-group
interaction is not how safeguarding operates in any school setting, physical or online; it would be
disproportionate to the risk, and KCSIE does not require it. What KCSIE does require, and what this
school provides, is real and effective adult oversight: the class teacher retains full control of the Live
Lesson session at all times, moves between breakout rooms on an unannounced basis exactly as a
teacher circulates between groups during classroom group work, and can end any breakout room or
return any pupil to the main room at any moment. Every pupil, in turn, can return themselves to the
main room or leave the lesson at any time.

This live, active supervision is reinforced by the wider safeguards that run throughout the school's
provision: deliberately small group sizes; behaviour expectations that apply identically in a breakout
room and the main classroom; taught and signed digital safety agreements in which every pupil
commits to telling an adult immediately if anything makes them uncomfortable; and a structured
weekly channel of parent contact through which any concern reaches the school promptly.

Where a concern about behaviour in a breakout room is raised, it is investigated and responded to
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under the Safeguarding and Child Protection Policy and Behaviour Policy in exactly the same way as
any other safeguarding or behaviour concern.

This model, including how it applies to specific activities such as 1:1 academic support, is set out in
full in the school's Risk Assessment Policy.

3.4.20 For academic support or assessment purposes, a member of staff may wish to work
individually with one student. On these occasions, the teacher and the individual student remain in
the main teaching room, where the session continues to be recorded, while the rest of the group
works in a breakout room with another member of staff present throughout.

This arrangement means a member of staff is never alone with an individual student in an
unrecorded space: 1:1 support always takes place in the recorded main room, and any breakout
room is always supervised by a second adult who retains host control, remains present, and moves
between groups as they would in a physical classroom. Every student may return to the main room at
any time.

This model has been risk assessed; the assessment and the associated controls are set out in the
school's Risk Assessment Policy and Remote Learning Risk Assessment.

4. Visitors in Live Online Lessons

4.1 The school may occasionally invite prospective students, parents, external agencies, or other
authorised visitors to attend live online lessons.

4.2 Prior to attendance:

e Teachers must be informed of the visitor's name and purpose of attendance.
The Designated Safeguarding Lead (DSL) must be notified of all visitors attending live online
lessons and included in relevant communications.

e Relevant safeguarding and risk assessment arrangements must be completed where
appropriate.

® Any control measures identified through the Visitor Attendance in Live Lessons Risk
Assessment must be communicated to relevant staff before attendance takes place.

e Staff should be provided with sufficient information to verify the identity and authorisation
of visitors.
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4.3 During lessons:

Teachers must only admit individuals they can identify or who have been authorised in
advance.

Unexpected attendees must remain in the waiting room until verification has been
completed.

If there is any uncertainty regarding an attendee's identity or authorisation, the teacher must
contact the DSL or safeguarding team before granting access.

Prospective students, parents, and visitors may occasionally attempt to join a session before
its advertised start time. Early access requests should not automatically be treated as
suspicious; however, identity and authorisation must still be verified before admission.

Any safeguarding concerns must be recorded and reported in line with the school's
safeguarding procedures and referred immediately to the DSL.

5. Indicators

5.1 Signs of grooming and/or online abuse

A child may be experiencing abuse online if they:

Spend lots, much more, or much less time online, texting, gaming or using social media.

Are withdrawn, upset or outraged after using the internet or texting.

Are secretive about who they’re talking to and what they’re doing online or on their mobile
phone; and/or

Have lots of new phone numbers, texts or e-mail addresses on their mobile phone, laptop or
tablet.

Have more than one phone.

5.2 Sharing Nudes and Semi-Nudes (Youth Produced Sexual Imagery)

"Whilst some professionals and adults still use the term 'sexting', current safeguarding guidance
prefers the term 'sharing nudes and semi-nudes' because 'sexting' can be interpreted differently by
young people. UKCIS defines this as the sending or posting of nude or semi-nude images, videos or live
streams online by children and young people under the age of 18."

This policy only covers the sharing of sexual imagery by children. Possessing, creating, sharing and
distributing sexual photos and videos of under-18s is illegal, and therefore causes the greatest
complexity for schools (amongst other agencies) when responding. It also presents a range of risks
which need careful management.

5.3 What types of incidents are covered by this policy?

A child creates and shares sexual imagery of themselves with a peer (also under the age of 18).
A child shares sexual imagery created by another child with a peer (also under the age of 18)
or an adult.

A child is in possession of sexual imagery created by another child.

The sharing of sexual imagery of children by adults as this constitutes child sexual abuse and

schools should always inform the Police. Images of this kind should not be deleted from a child
or adult’s phone.
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e Children sharing adult pornography or exchanging sexual texts which do not contain imagery
as such incidents should be responded to with reference to the school's Online Safety Policy,
and in line with the school's Safeguarding Policy Safeguarding and Child Protection Policy and
Procedure
Sexual imagery downloaded from the internet by a child
Sexual imagery downloaded from the internet by a child and shared with a peer (also under
the age of 18) or an adult.

6. Contextual Safeguarding

6.1 Contextual Safeguarding is an approach to understanding, and responding to, young people’s
experiences of significant harm beyond their families. It recognises that the different relationships that
young people form in their neighbourhoods, schools and online can feature violence and abuse.
Parents and carers have little influence over these contexts, and young people’s experiences of
extra-familial abuse can undermine parent-child relationships.

6.2 Staff should consider the importance of understanding intra familial harms and any necessary
support for siblings following incidents of Peer-on-Peer abuse, including sexual harassment and/or
violence.

6.3 The contextual safeguarding approach says that children’s social care practitioners, child protection
systems and wider safeguarding partnerships need to engage with individuals and sectors who do have
influence over/within extra-familial contexts, and recognise that assessment of, and intervention with,
these spaces are a critical part of safeguarding practices.

6.4 Contextual Safeguarding, therefore, expands the objectives of child protection systems in

recognition that young people are susceptible to abuse beyond their front doors. This also includes the
risk of abuse occurring in or outside of school.

7. Disclosure and Barring Service Checks (DBS)

DBS checks are required for all staff involved in online delivery; the requirements for this are outlined
in our School’s Safer Recruitment Policy.

Records of pre-employment checks and subsequent training are held by the CEO and Head of
Admissions in the School’s Single Central Register.
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8. Key contact details

For questions, to discuss this policy further or raise a concern, please contact Designated Safeguarding
Lead (DSL), Katy Todd by emailing katy.todd@sophiahigh.school

9. Links to other Sophia High School Policies and Procedures

Related documentation

Related documentation Code of Conduct for Staff and Volunteers including
Acceptable Use Policy.

Health and Safety Policy

Safer Recruitment Policy

Sophia High School’s Safeguarding Policy

Child on Child Abuse Policy

Youth Produced Sexual Imagery Policy

Behaviour Policy

Anti Bullying Policy

Risk Assessment Policy + Remote Learning RA

Document Author (s) Melissa McBride
David McCarthy
Vanessa Temple
Jennifer Callaway
Holly McKenna

Katy Todd
Audience Staff, Students, Prospective Students and their
Families
Policy Location SIP, Google Classroom, External Website
Implementation date 6™ August 2021
Reviewed September 2022
April 2023
April 2024
April 2025 / August 2025
May 2026 / July 2026
Next Review date August 2027

Equality Analysis: The policy has been developed with due regard to the school’s equality duty.
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Appendix A: Digital Safety Agreements

Annex 1 - DIGITAL SAFETY AGREEMENT FOR STUDENTS IN KEY 5STAGE 1 & 2

These are owr rules for using digital tools, technology, the internet and owr online leaming platform safely;

Mame:

we use digital tools, technology and the internet to help us leam, and we will leam how to use the
internet safely, ethiczlly, effectively and responsibly.

wie send emigils and messages that are polite. We are kind and respectful in how we treat -:|I:her5|
online.

approval from an adult may be nesded before we email, chat to, or video-conference anyone at
school.

W never give out passwords or personal information (like our last name, address or phone number).
We never post photographs or video dips without a teacher's permission and never indude names
with photographs.

If we need help, we know wha and when to ask. We know who the school safeguarding Team are and
how to contact them.

If we see anything on the intermet, in google classroom, or in 3n email or other electronic messags
that makes us uncomfortable or appears unpleasant, we infiorm an adult.

| accept that the school monitors my wse of the internet at scvool and my school email account.

If we recsive a3 message sent by someone we do not know, we inform an adult. We do not go into
unsupervised omline rooms wnless an adult or teacher has given us permission and i available o
SUpErvise

wie gim to look after each other by using our safe intemet in & responsible way.

We agree not to send hurtful words, images or messages outside of school on the internet or mokile
devices about amyone in our school community.

| will keep my camera on during live kessons with my full face visible and my true background showing.
| understand that blurred badkgrounds, virtual badkgrounds, avatars and filters are not permitted
unless they hawve been specficelly approved by the school to meet an identified need and are
recorded on my Pupil Passport and the school's approved adjustrent list

If 1 am granted permission to use & blurred background, approved virtual background, svatar or filter, |
will use the same approwed setting consistently across all bessons and will not switch it on, off or
changs it during & lesson.

If | arm permitted to use an avetar or filter, | will enswre that it is appropriste, respectful, and in lins
with the school's expectations at all fimes.

I will let my teachers know if 1 use any Al tools or technology wihen completing my work. | understand
that when uwsing al technobogy there are rules to follow in the SHS Academic Integrity Poficy and |
agree to follow these rules.

we will consider the imgplications for misusing the internst and techmology, for example, posting
inappropriate materials to websites; deleting work from digital netebooks, shared fiolders and drives.

| acknowledse that SHS prohibits the use of mobile phones and other smart technology with
similar functionality to mobile phones (for example, the ability to send and/or recsive
notifications or messages via mobile phone networks or the ability to record audio and/for
video) throughout the school day, including during lessons, the time between lessons, breaktimes
and lunchiime.

Year group:

| understand the Digital Safety Agreement for using digital tools, internet, email and online tools safely and
responsibly. 1| am aware that the sdults working with me at school will help me to check that | am using the
computers approprigtehy.

Student signature: Date:

Farent signature: Dabes
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DIGITAL SAFETY AGREEMENT FOR STUDENTS IN KEY STAGE 3

| am encouraged to use and be aware of the safety rules and procedures which regulate my use of digital
technologies, resources, Sophia High Sdhvool Learning platforms, induding my access to Google Classroom and
the imtemet. This includes the use of Al in an effective, ethi@al and safe manner, to support. Acoess to the
school's Online Learning Platform enables me to find resources, to communicate, and to help my research for
the completion of school work.

| accept that these platforms, mobile phones, and digital tools are to be used for educational purposes only
and in an appropriate manner. During my scheduled school day, induding bessons and independent study time,
1will not use my mobile phone or any personal device during the school day. | take responsibility for my actions
and know that any breach of the nules will be considered a serious disciplinary matter.

1 will make targeted use of the internet and my devices to support my studies.

| accept that the school monitors my use of the poogle online leaming platform and that my student email
address and data attached to this email belongs to the schoal.

| will mot access, create or display any material (images, sounds, text, and video) which is likely to cause
offence, inconvenience or anxdety to anyone.

1 will fully follow our teadhers’ instructions over the use of IT mobile devices, and the internet.

| do not assume that information published on the Web or written in an email is acourate. | keep my username
and password confidential.

| am careful about what | write on a computer or post on social media. | chedk my work before | print or send
it.

| do not use bad language. | do not write radst, sexist, abusive, homophobic or ageressive words. | do not write
things that could upset or offend others.

| understand that sending malicious messages outside of school can become a matter whereby the school will
set sancions or involve outside agencies such as the police.

| am aware that my cnline activity at all times should not upset or hurt other people and that | should not put
myself at risk

| do not make available online personal information about myself or anyone else, such as am address,
telephone number and private details, in an email or on a website.

| do not respond to offensive, abusive or rude messages. | let a teacher know immediately if | am sent anything
| do not feel comforable with.

At school | do not go to sites or download amy materials which are in bad taste, offensive, violent or
pornagraphic.

If | quote from 3 text, or use Al in my work, | will always attribute my sources and acknowledge use of anyone
else's ideas, images or data by citing the author, using quotation marks, and compiling a bibliography as
required.

| ahways respect the privacy of other users' data.

| will check my school emails through the Leamning Management Systemn regulardy to enable me to work and
learn effectively.

1 will fiollow the school rules on academnic honesty and not practise plagiarism.

| koo that if | am worried about something related to technology outside of school 1| can ask for advice or help
from my teachers.

1 will keep my camera on during live lessons with my full face visible and my true badkground showing.

| understand that blurred backgrounds, virtual backgrounds, avatars and filters are not permitted unless
they hawe been specifically approved by the school to meet an identified need and are recorded on my
Purpiil Passport and the school's approved adjustrment list.

If 1 am granted permission to use a blurred badkground, approved virtual background, avatar or filker, 1 will

use the same approved setting consistently aoross all lessons and will not switch it on, off or change it
during & lesson.

If | am permitted to use an avatar or fitker, | will ensure that it is appropriate, respectful, and in line with
the school's expectations &t all times.

1will not take screenshots, record lessons, or share any content from my online school without permission.

1 will declare any use of Al technology when completing my work. | understand that when using Al technology
there are rules to follow in the 5HS Academic Integrity Policy and | agree to follow these rules.

‘we will consider the implications for misusing the internet and technolegy, for example, posting inappropriate
materials to websites; deleting work from digital notebooks, shared fiolders and drives or actions which would
be zeen as online bullying or harassment.

| acknowledge that 5HS prohibits the use of mobile phones and other smart technology with similar
functionality to mobile phones (for example, the ability to send and/or receive notifications or
messages via mobile phone networks or the ability to record audio andfor videa) throughout the
school day, including during lessons, the time between lessons, breaktimes and lunchtime.

Name: Year group:

1 understand the contents of the school's Digital Safety Agreement and the rules for using the internet, email
and online tools safiely and responsibly. | am aware that the adults working with me at school will help me to
check that | am using the computers appropriately.

Student signature: Date:
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DIGITAL SAFETY AGREEMENT FOR STUDENTS IN KEY STAGE4 &5

| am encouraged to use and be aware of the safety rules and procedures which regulate my use of digital
resources, Sophia High School Leaming platforms, induding my access to Google Classroom and the internet.
Aocess to the school's network and the intemet enables me to find resources, to communicate, and to help my
reseanch fior the completion of school work.

& | accept that these platforms, mobile phones, and digital tools are to be wsed for educational purpeses only and
in an appropriate manner. During my scheduled school day, induding lessons and independent study time, | will
not use my mobile phone or any personal device during the school day. | take responsibility for my actions and
knowe that any breach of the rules will be considered a serious disciplinary matter

& | will make targeted use of the internet and my devices to support my studies.

& | accept that the school monitors my use of the google online leaming platform and that my student email
address and data attached to this email belongs to the school.

& | will not access, create or display any material (images, sounds, text, and video) which is likely to cause offence,
inconvenience or anxiety to anyone.

& | will fully fiollow owr teachers’ instructions over the use of IT mobile devices, and the intermet.

& | do not assume that information published on the Web or written in an emnail is acourate. | keep my username

and password confidential.

& | am careful about what | write on a computer or post on sodial media. | ched: my work befiore | print or send it

& | do not use bad language. | do not write radst, sexist, abusive, homophobic or aggressive words. | do not write
things that could upset or offend others.

# | understand that sending malicious messages outside of school can beoome a matter whereby the school will
set sanctions or involve outside agencies such as the police.

# | am aware that my online activity at all times should not upset or hurt other people and that | should not put

riyself at risk.

# | do mot make available online personal information about myself or anyone else, such a5 an address, telephone

number and private details, in an email or on a website.
& | do not respond to offensive, abusive or rude messages. 1 let & teadher know immediately if 1 am sent anything |
do not feel comfiortable with.

# At school | do not go to sites or download any materizls which are in bad taste, offensive, violent or

pornographic.

= |f I gquote from a text, or use Al in my work, | will ahsays attribute my sources and acknowledge use of anyone
else's ideas, images or data by dting the author, using quotation marks, and compiling a bibliography as
required.

& | always respect the privacy of other users' data.

& | will check my school emails through the Leaming Management System regularly to enable me to work and

learn effectively.
= | will fellow the school rules on acedemic honesty and not practise plagiarism.

& | know that if | am worried about something related to technoloey outside of school | @n ask for advice or help

from my teachers.

& | will keep my camera on during live bessons with my full face visible and my true background showing.

& | understand that blurred backgrounds, virtual badcgrounds, avatars and filters are not permitted unless
they hawve been specifically approved by the school to meet an identified need and are recorded on my Pupil
Passport and the school's approved adjustment list.

& |1 am granted permission to use a blurred badkground, approved virtual background, avatar or filter, | will
use the same approved setting consistently across all lessons and will not switch it on, off or change it
during a lesson.

& |f 1 am permitted to use an avatar or filter, | will ensure that it is appropriate, respectful, and in line with the
school's expectations at all times.

& | will not take screenshots, record lessons, or share any content from my online sdhvool without permission.

& | will dedare any use of Al technaology when completing my work. | understand that when using Al technology
there are rules to follow in the SHE Academic Intesrity Policy and | agree to follow these rules.

& We will consider the implicetions for misusing the internet and technology, for example, posting inappropriate

miaterials to websites; deleting work from digital notebooks, shared folders and drives or actions which would

be seen as online bullying our harassment
s

| acknowledge that SHS prohibits the use of mobile phones and other smart technology with similar
functionality to mobile phones {for example, the ability to send and/for receive notifications or messages via
miobile phone netwarks or the ability to record audio and/for video) throushout the school day, induding during

lessons, the time between lessons, breaktimes and lunchtime.
Name: ‘fear group:
1 understand the contents of the school's Digital Safety Agreement and the rules for using the internet, email
and online tools safiely and responsibly. | am aware that the adults working with me at school will help me to
check that | am using the
COMpUters appropriatehy.

Student signature: Date:
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Appendix B. Risk Assessment Template

Risk Assessment

Academic year
Applies to

Legal / statutory framework
Prepared by

Approved by

Date approved

Review date

1. Purpose and Scope

This risk assessment identifies and manages the risks arising from delivering live and asynchronous lessans to pupils under
the age af 18 It shauld be read alangside the school's Online Safaty Policy, Child Protection & Safeguarding Palicy, Data
Pratection Palicy, Acceptable Use Policy and Anti-Bullying Policy.

2. Statutory and Regulatory Framework

This assessment has been prepared with direct reference ta:

o Kepping Children Safe in Education (KCSIE] 2026 — in particular Part 1 {anline safaty, and the filtering and
miznitering dutyl, Part 5 (child-on-child sexupal harassmaent and vialencs), and the guidance an emerging anling
risks, including risks arising within game-frased virtual environments.

® UK GDPR and the Data Protection &ct 3018, as amended by the Data {Use and Access) Act 2025 (DUAR), which
intreduces specific ‘children's higher protection matters' far any online serdics likely to be accessed by children.

«  The I00's Age Appeppsdate Design Code (Children's Code) and its published guidance 'Children and the UK GOPR',
which sete standards for data protection by design and default whers children are users.

®  The Online Safety Act 2023, relevant ta the content-moderation and age-assurance abligations of the third-party
platforms used.

*  Working Tegether to Safeguard Children, referenced by KCSIE 2026 far multi-agency safeguarding practice.
Under DUAK 305, before approving any platform likely to be accessed by children the schaol considers: how the provider
pratects and supports children using the service; whether children's data is used for profiling or direct markating: and what
apge-assurance or parental-control mechanisms exist. This due diligence is recorded for each platform listed in Secticn 1.

3. Risk Rating Methodology

Cach risk below is rated by combining the likelihoad of the risk occurring with the potential impact if it does, using the
miatrie below. Ratings are reviewed at least annually and whenever 2 new platform is introduced.

Low

uniikety Low Iedium
Passible Lo Madium High
Likhy M lum High High

4. Risk Assessment

Information - - -

Technology

Dalias:

Davlcas - - -
Management

Onling - - -
Recordings

Extemal Event - - -
Enwiranments

Security - - -
Duwice Use - - -
scraen Tima - - -
Visual Issues

E-Safety - - -
E-Safiety in - - -
Wirbual Werlds

Remoie Dewices - - -
| Temings

Other Learmers - - -
Palitical f - - -
Cuttwral Conlict
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5. Roles and Responsibilities

Designated Safeguarding Lead Oreerall recpansibility for e-safety risk management, incident lagging and
D31, DOSL and EDDSL ligison with external safeguarding partners under KCSIE 2026
Data Protection Officer (DPO) Reviews DFLAS for new platforms; ensures compliance with UK GOPE,

OPA 2018 and DUAA 3025 children's higher-pratection requirements.

IT Lead Manages device provisianing, filtering and monitoring systems, MO
and platform sooei room security.

Class Teacher [session host) Liwe supervision, maderation of submissions, management of room
codes and immediate response to in-session inddents.

G jing Bady f Propri Approwes this risk assessment and manitors implementation through
the schaol's standing safeguarding reporting arrangements.

7. Review and Sign-off

This risk assessment will be reviewed at least annually, on publication of a revised KCSIC edition, following any relesant
Echangu in data protection law, or immediataly fallowing any e-safety incident invokding one of the platforms listed.

Prepared by
Reviewed by (DPO)

Approved by
(Headteacher/Governors)

Next review due
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